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MIDODLE EAST CYBER CONFLICT MONITOR

From 28/02/26 to 10/04/26 (Source: Hackrisk.io)

REGIONAL IMPACT (ATTACKS NUMBER, AVG. ESIX®

m. £/
Syria 33, 3.57
Lebanon 15, 3.80
Israel 603, 3.47 Iraq 12, 4.47
A -
Jordan 67, 3.60 Kuwait 115, 3.60
Bahrain 80, 3.53 \

Qatar 51, 3.60

UAE 85, 3.88

Saudi Arabia 75, 3.56
Oman 10, 3.91

Yemen 2, 3.97

Sy NN
TOP 5 TARGETED INDUSTRIES # AVG.ESIX°  TOPS THREAT ACTORS #  AVG. ESIX°

ack volume: Low — High = Very High = Extrem

Gov /Mil [/ LE 512 3.60 886 158 354
Financial / Insurance 16 3.53 Conquerors Electronic Army 148 3.23
News / Multimedia 97 3.65 313 Team 146 3.47
Organizations 77 3.26 NoName057(16) 133 3.37
Transportation / Storage 72 3.56 DieNet 132 3.35
TOP USED TECHNIQUES #  AVG. ESIX® KEY INSIGHTS
DDOS 12 238 « Iran, Iraq and UAE are the most impacted countries (by
highest average severity)

Undiisclosed 121 S47 « Other Services, Multiple Targets and ICT are the most
Malware ] 564 impacted industries

_ _ « Multiple Techniques, Malware and Identity Theft/Account
Multiple Techniques 3 7.05

Cracking are the most impactful techniques (after
Identity Theft / Acc. Cracking 1 5.56 Undisclosed)
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MIDDLE EAST CYBER CONFLICT MONITOR

ATTACKS
OBSERVED

382

4

Week: 28/02 - 07/03/26
Source: Hackrisk.io

AVG. IMPACTED THREAT
ESIX® COUNTRIES @ ACTORS
3.73 1 43
REGIONAL IMPACT

Bahrain 37

Saudi Arabia 8 w

TOP S TARGETED INDUSTRIES #  AVG. ESIX® TOP 5 THREAT ACTORS #  AVG. ESIX®
Gov/ Mil / LE 178 " 3.69 DieNet 58 354
Financial / Insurance 35 " 369 313 Team 53 360
News / Multimedia 34 " 4,10 Keymous+ 50 3.54
Telco 19 " 4,10 Conqguerors Electronic Army 29 3.30
Transportation / Storage 18 " 3.46 NoMName057(16) 20 3.33

TOP 3 USED TECHNIQUES #  AVG. ESIX® KEY INSIGHTS
DDOS 230 " 249 « |ran, Irag and UAE are the most impacted countries

+ Multiple Target, Construction, Mining / Quarrying are the
Undisclosed 47 " 516 most impacted industries

« Multiple Technigues, Malware and Undisclosed are the
Malware 2 " 5.85 most impactful techniques
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Period: 04-10/04/26 (Source: Hackrisk.io)

ATTACKS
OBSERVED

4

+149% 54

AVERAGE
ESIX®

2.6% 3.97

REGIONAL IMPACT (ATTACKS NUMBER, AVG. ESIX®

COUNTRIES

. IMPACTED

Israel 40, 3.50 Kuwait 2, 4.96
Bahrain 1, 3.14

Saudi Arabia 3, 3.26

TOP 5 TARGETED INDUSTRIES #  AVG. ESIX®
Gov / Mil / LE 16 3.83
Organizations 9 3.37
Financial / Insurance 6 312
Education 5 3m
News / Multimedia 4 312
TOP 3 USED TECHNIQUES #  AVG. ESIX®
DDoS 46 315
Undisclosed 6 6.22
Malware 1 523
Identity Theft / Acc. Cracking 1 5.56
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UAE 7, 3.51

MIDDLE EAST CYBER CONFLICT WEEKLY MONITOR

THREAT

() Acroms

15

Attack volume: Low — High — Very High = Extremea

TOP 5 THREAT ACTORS #  AVG. ESIX®
Conquerors Electronic Army 13 3.1

Intel MRX 9 313
RuskiNet 8 315
Tunisian Maskers Cyber Force 4 3.26
Handala 4 6.12
KEY INSIGHTS

« Kuwait, Iran, and UAE are the most impacted countries (by

highest average severity)

« Energy / Utilities, ICT and Professional/Scientific/Technical

are the most impacted industries

- Undislosed, Identity Theft/Account Cracking and Malware

are the most impactful technigues
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